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Memo to: CRN Migration Customers

Date 2/1/2007

From: Graeme Gibson, President CTC

Welcome to all of the CRN Migration Customers:

We at CTC are pleased to report that the process of migration of CRN’s former web and email customers is now complete. CTC has moved all the CRN web and email customers, and now all CRN Internet services are shut down. 

To clarify some confusion as to this move and to set the record straight for the thousands of people affected by this transition I am supplying this narrative, which explains the process from a CTC perspective. Our agreement with CRN has precluded this communication until now but since some of you never even got their original messages I feel it is very important to do so. A short edited version of this will also be mailed to current and former customers. 

CTC is providing services until the annual renewal date of your hosting and email without additional charge to you, and we are honoring CRN’s old rates. We did this despite the fact that CRN is not paying us for potentially months of difference between your current contract and your annual renewal date. They are providing some equipment to us. We know that many of you had already paid CRN, and we collectively took this approach to minimize the impact of their terminating ISP activities at year’s end. CTC is doing this as a public service and with confidence that you will elect to continue with us.  Had CTC not done this you would have had no soft landing and simply been cut off last month. For those of you who have moved to another provider please be aware that CTC has not been paid for any of this, and you should pursue from CRN any refunds you feel are due. 

The Migration started with planning in late November, so CTC and CRN had less than 30 days to plan for equipment moves that started Dec 9th.  Normally this process should take months. We both wish that we had several months to prepare, but that was not possible due to the loss of CRN funding, and the fact that they could not afford to maintain their connections. First to move were the web and Email servers.  This was done over the weekend of December 9th quite successfully. 

In the process of the move several security vulnerabilities were discovered and blocked. Spam was being relayed from a compromised CRN workstation and a CRN security vulnerability on a send mail form. Shutting this down upset the Spammer using this, and they launched a denial of service attack on Monday the 11th. This impacted email availability for several days until all the security gaps in CRN’s network could be plugged.  Email services were running the entire time but the denial of service attack was blocking the connections capability of the server. 

CRN was also using a very old Data base server that had been built and programmed by former CRN staffers that no longer were available. This Data Base process failed during the move and could not be restored. CTC built a new server to take on these roles (again working all night to do so). We brought it up with new versions of the data base software since the old versions were not available to us. CRN had not kept a viable backup. The version differences and lack of documentation caused severe strain to many high profile websites, including the Artist’s Registry and MARC.  We are very sorry that this occurred but with or without the move this service would have failed. I should acknowledge Ryan at Koldsoft, a CTC customer who was very helpful to us and some of the CRN customers in crisis. 

Due to both the database issues, the DOS attack, and the failures of CRN machines not involved in the move, our tech support staff was overwhelmed. CRN had dismissed much of their staff and simply gave out our number for many things that we had nothing to do with. CTC had only secured the services of one former CRN staffer and had no information as to the design of these sites, only the design of the network. All the DNS, Database and Site construction information had to be redeveloped forensically. This is a monstrously time consuming task that no one was paying us for. We did our best, but we admit we fell down during this time, and since every CTC staffer was working 12 to 16 hour days for weeks we did not always react as well, as promptly, or as politely as we normally do. For this we extend our apologies. 

During the month of December CRN also suffered other equipment failures in that both of their DNS servers broke down. These were not machines involved in the move, and unfortunately DNS affects everything as it has the job of translating names like yahoo.com to the IP addresses that actually supply the service. With CRN DNS down if you connected through CRN you couldn’t get to your website or mail, but the rest of the world could. CTC techs worked all night for several nights running to rebuild these servers (at our expense) as CRN could not afford to rebuild them. To help in this process Scott Colstrom loaned his personal machine to CRN to provide connectivity to clients still on CRN feeds.   Again the web and email servers that were in our possession continued to work, but DNS being down at CRN affected almost everyone connected through them since the DNS migration to our servers was not scheduled to take place until the end of the month.

Also, at the end of the month of December, CRN dialup and some DSL connections were shut down.  This was the scheduled time, but very difficult ice storms and cold weather had made it almost impossible to get all the connectivity customers moved to our network. Some of you suffered from the fact that you had not gotten the word about the move. Also connectivity clients needed to sign a new contract with CTC. CRN had sent three email messages about the process, but some clients were not aware since addresses or contacts had changed. This caused more distress. To their credit CRN worked diligently to leave up as many connections as they could afford for an additional 15 days, until mid January to allow for the very poor weather and the load on CTC dealing with other issues. For this they have our profound thanks. 

In a normal month CTC provisions 30 or so new connections.  In this period we had five times this volume. Despite the fact that almost everyone was upset and thought we were not moving fast enough the truth is that Art Graham and his team of Bob, Sam, MJ, and Scott worked around the clock for weeks to get this done. I am very proud of these people.  They provided Herculean work during a time when no one was appreciating them and worked in horrid weather conditions during a time when the weather and ice created shipping and equipment delays (many of our suppliers are located in Denver, and the entire city closed for almost ten days). CTC did not cause CRN’s lack of funding or create the timeline that this series of events created. Our people are heroes and should be regarded that way, particularly Art Graham who works on salary and worked 100-hour weeks, over a holiday, managing the project. 

I also have to single out Scott Colstrom and his family. Scott came over from CRN and so everyone was mad at him, including me. All CTC staffers knew was that our workload increased by an order of magnitude, and absolutely everything involved, down to who was a customer, and who was not, was difficult to determine since the CRN data beyond names and addresses could not be imported to our systems until the forensic work and domain migration was done. This was not complete until January 17th 2007.  Scott was the guy that had to figure so much of this out, and the balance of the CTC staffers were very limited in what they could do in that we were working with new systems and a network design that was poorly documented. Nothing done at CRN was a standard approach to networking, so just throwing more people at the problem could not solve it.  Scott’s family didn’t see him most of December and much of January as he was putting everything he had into this. Scott was working with systems he had not seen before and did not have time for training in our systems. My deepest thanks go out to both Scott and his family. If you have occasion to speak to any of these people (no matter how much you might have been inconvenienced), please acknowledge the hard work they did.  

I also have to acknowledge our Tier One group lead by Bob McKinnon. This is the team that answers the toll free number. They are used to dealing with systems administrators, web managers and programmers who are technically proficient. Frankly CRN had spoiled their customers in that they were providing tech support for all issues and to all users.  For example they routinely provided hours of staff time to clients paying $264 dollars a year for hosting.  While these charges may seem like a lot to you they do not begin to cover the costs of this support. What this pays for is the server, the internet connection and the power. This is part of what got CRN into deep trouble in that the model under which they operated was unsustainable in today’s economy without subsidies. Ken Ortbals, the CRN director, routinely provided support that was not being funded because he viewed it as part of his organizations mission.  He was passionate about helping all the Not For Profit community and authorized far more than could be paid for in his zeal to help. Frankly, CRN was not covering costs and had not done so for a long time. It is understandable that they tried to reduce costs as promptly as possible after the move began, but they should have continued support until the move was done January 17th. Had both CRN and CTC been taking calls it would have helped tremendously. 

Support like this is not the norm in the business world. Most companies employ an IT staffer who handles the calls from internal users, and the service provider then supports the IT staffer. We were getting calls from every mail user, even those who moved to other providers, and many of the issues were on systems at CRN or others that were not in our possession or control. They were also being called for things like passwords, router information and other CRN data that we did not have. It is CTC’s policy not to store passwords unless you ask us to. We can change them for you but even that is normally done by an internal IT staffer through our web interfaces.  

I have another two heroes to credit. Dee Culberson of CRN (who lost her job and still worked dozens of hours without pay to make this migration work), and Sharon Powers my assistant and CTC’s domain registrar. What many people do not realize is that domain registration is separate and apart from hosting or email, and CRN included it and for many of you, managed it. This is not the norm.  The annual domain renewal for your domains, which can be with any registrar regardless of where you host is separate. Because literally many hundreds of domains were involved they were bulk transferred out of CRN’s account, before the end of the year as they had to be for CRN financial reasons and transferred into our account. Both Dee and Sharon worked 12 and 14 hour days to get this done in time. 

This complicated things for some of you with .org domains in that the national registrar will not allow more than one transfer in a 60 day period. This is because of .org hopping as not-for-profit organizations tend to hop from hosting company to hosting company trying to get a better deal. This happens so often that it has caused a national crisis in the registrars. Thus the 60 day rule. Sharon has bent over backwards to get domain problems resolved for the few organizations moving despite the fact that no one was paying us to do so. 

One additional note in regard to customers moving from CTC to other providers. The national registrars demand payment in advance to renew transfers.   CTC has paid these fees, extending your registration a year, and will honor the CRN convention of including one domain renewal annually for our CRN customers. However, we will require that we be paid for those customers transferring away for this renewal before unlocking the record. Please call Sharon or Gail to discuss this if you change or plan to change providers.  

For those of you who are using CTC or another provider for connectivity please make sure you are no longer using old IP information. CRN IPs begin with 207. CTC’s begin with 65 or 66. If we set you up this has been done, but if another provider you should use their DNS and SMTP settings. If you need help changing one of these, CTC clients can call our tech support number 1-866-278-6380. Billing matters should be directed to our office at 816-252-4080. Office hours are 10AM to 6PM.  Our website also has support information at www.ctcwi.com
One note on tech support: We request that one person from your organization be designated the contact person and that they be the person to call CTC. CRN provided support as a developer, not as a hosting company; and as such they answered all your IT questions.  This is part of the reason that our tech support staff has been somewhat overwhelmed. While we are delighted to help with questions regarding your connection to us, and your web and email, we are not providing free support as to how to manage your printers, internal connections, servers and how to operate programs like Word or Excel. We are happy to provide support for these kinds of internal things at our normal rates. CRN and CTC are different. One of the reasons CRN selected CTC is that we are not developers, but hosting and co-location providers, and so they could maintain continuity by continuing in that line of business. CTC can help you select another developer if you need one, but CRN is not closing.

CRN continues in business as a developer, although they will be operating out of their homes to save costs. Unfortunately, as pointed out previously, they were running an unsustainable operation and CTC simply tried to help pick up the pieces. This was complicated by the very short time we had to prepare, CRN equipment failures affecting service that was not part of the move, and a serous lack of documentation caused largely by the fact that many of their developers had already left. We are sorry that we did not have more time and know many of you were not well communicated with before or during this move. We were restricted by contract from communicating directly until after the migration was complete. We are still doing forensic work to document how systems were designed, but we are now gaining on it. For any of you who have questions please feel free to call me at the office number during business hours. I am confident that most of the process is behind us and our staff is now able to deal with the volume of calls. 

We know that many of you did not get the information about all of this in advance, due to out of date email addresses, and John Stover, a CTC staffer, will be calling in the next few weeks to make sure that the information CRN has supplied us is correct. Unfortunately CRN staff changes and departures have made the information CTC received incomplete. We want to be able to provide outstanding service, and this has been made difficult in that almost everything about the CRN data and setups had to be forensically reconstructed. However, much of this work has now been done, and all the work to provide connectivity for those electing CTC connections has been done. So please judge us from today forward. We want you to be very happy with CTC service, and now that CRN equipment is entirely shut down so failures there no longer influence us, we can go forward together. I would also appreciate any of you in the community who can supply some clarity to the misinformation on the Street about what happened. 

I should also point out some of the other advantages of hosting with us. CTC through our many Internet connections provides our hosting customers not one, but five fiber based connections to the net. We can do this because we are directly connected to the KC NAP so traffic stays in town for local requests. This means that a customer in Overland Park doesn’t have to connect through Chicago, Dallas or Denver to a website hosted Downtown.  

This makes everything faster and increases reliability. CTC also has a 2 Megawatt generator backing up our electrical power that is supplied from two diverse city grids. Our outbound connections to the Internet are 20 times the speed that CRN enjoyed and we have the largest fixed wireless network in town. We can supply Wireless, T-1, Dialup and Fiber connections. The only thing we don’t do is DSL. Our dial-up network services 5000 U.S. cities. We also supply 24 hour a day tech support. To find out more about our hosting click on the Dell server rack on the website. Welcome to CTC and let us hope that Scott, Sharon, Art and the other CTC staff soon reach the place that they can go home at a reasonable time. Should any of you have additional comments and questions or would like to have a tour please call me. 

Graeme Gibson

President 

Computers & Tele-Comm, Inc.    
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